.' Naval Facilities Engineering Command

NAVFAC SINGLE SIGN-ON (SSO) REGISTRATION

Purpose:

The purpose of this document is to simplify the Registration and Access processes
to the NAVFAC Single Sign-On (SSO).

The document contains two sections:
SECTION | USER SINGLE SIGN-ON (SSO) REGISTRATION

Documents the process for registering for a NAVFAC Single Sign-On (SSO)
account.

SECTION Il SPONSOR SSO REQUEST APPROVAL PROCESS
Documents the process to approve or reject an SSO account request.

(Updated February 2, 2017)
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SECTION | USER SINGLE SIGN-ON (SSO) REGISTRATION

1. To start, launch a web browser and enter URL:
https://hub.navfac.navy.mil OR
https://sso.navfac.navy.mil/register/reqistration form.jsp

2. You will need to select your certificate then the system will recognize that you do
not have an account. You will then fall back to the “User Registration Screen” (Step
4)

3. Select the identity certificate when prompted. Enter pin if prompted.

Select a Certificate

Izsuer: DOD CA-30
Valid From: 6/27/2012 to 6/27/2015

Click here to view certificate prope...

Lesuen LMJLY EMIALL LA-3L
Walid From: 6/27/2012 to 6/27/2015

ActivClient Login el B

Actividentity

ActivClient

Please enter your PIN,

PIN f|

o I Cancel
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4. Result: SSO User Registration Screen.

nxo

ssonsvfacnavymilr 2 - B C | & sso.navfac.navy.mil

File Edit View Favontes Tools Help
% 21101 ldeas for Great Table .. §) Upcoming EQ Certificatio.. 2] SW Home 2] Manage OID Groups = - ~ [ s = Pagew Safety~ Tocls~ @~

New 550 User Registration

Information collected on this page is required for Self Service registration to the NAVFAC Corporate Portal and
supported applications.
“DoD Certificate Name
You are registering for an S50 account that will be associated with this DoD certificate name.

*First Name | |

Middle Initial |

* Last Name | |

* E.mail Address | ]

Please use vour military email Address whenever posaible. (i.e. your nameEnavy mil)

* Conflrm E-mail Address | |

“Affiiation| |
“Component E
*Type v|
*Phone Number | |
Sponsor Information

In order to complete the registration process you will need to enter and submit the name and email Address of an
authorized NAVFAC employee as yvour sponsor using the form below

'Spmsorﬁ'r;lnil.mh'WE |

“Sponsor E-mail Address | |

*Comments freason for requesting access) |

| Submit Registration || Resel !

#100% -

e *Indicates required field. Please enter all required fields and click on the Submit
Registration button. If applicant is a NAVFAC employee (civilian, military or
contractor), please choose NAVFAC as the affiliation. If applicant is a CNI
employee (civilian, military or contractor), please choose CNI. All others should
choose OTHER as their affiliation.

e All users must specify a sponsor to create an account. The ideal sponsor is the
user's supervisor or someone who knows or works with the user. NAVFAC
military and civilian employees, with an active SSO account, may sponsor
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accounts for NAVFAC, CNI, Contractors and other employees. Please enter a
valid phone number so applicant’'s sponsor may contact applicant with
guestions. Please be as detailed as possible with reason for requesting access.

5. Result: Email Confirmation Screen

= | E——

ORI = i /sotcinmicranmies - & |5 %5 | x [Booe ___ p ]
{:? Favorites | {;‘5

1 ¥
'€ https://ssotest.navfac.navy.mil/register/processF... ﬁ < » [ pm = Page~ OSafety~> Tools—- l@lv

. Maval Facilities Enginearing Comimand

-

Please check vour email to confirm and complete the registration request process
Resend Confirmation Email

" Trusted sites | Protected Mode: Off

Check your email and confirm the registration request to complete the
registration process.

6. Result: NAVFAC SSO Registration Confirmation (Sent to the Requester)

From: 550 Reaistration System <do_not_reply@navy.mil > sent:
Toe

Cc

Subject: MAVFAC 550 Registration Comfirmation

2
This is an automated message. Do not reply directly to this message. Please confirm the request to complete the registration process
https://ssotest.navfac.navy.mil/register/confirm_registration.jsp?sessionlD=37097dca-2d77-4232-89e5-b5f93f13b91a
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e Use the link provided in the email to confirm your registration request.

e Copy and paste this link into a browser window & hit enter in order for your
sponsor to receive your request for a portal account.
7. Result: Request Email and Confirmation Screen (As seen by the Requester)

From: S50 Registration System <do_not_reply @navy.mil= Sent: Tue 10/25/2014 15:31
To: Thai, Ron V CIV MAVFAC EXWC, CIOTS
Cc
Subject: MAVFAL 550 Registration Tracking
This is an automated message. Do not reply directly to this message. Track your registration progress using the below 4
F

url.https://ssotest.navfac.navy.mil/register/trackRequest?sessionlD=37097dca- 2d77-4232-89e5-b5f93f13b91a

I ‘& httpsi//ssotest.navfacnavy.mil/register/confirmRegistrationProcess?email=ron.thai@navy.mil&tses - Windows gli I

.@ S # | https://ssotest.navfac.navy.mil/rec - g Eﬂ| | Google

| ﬁ Favorites |{;‘§,

1 ¥
'€ https://ssotest.navfac.navy.mil/register/confirmR... ﬁ < » [ pm = Page~ OSafety~> Tools—- l@lv

. Mawval Facilities Engineering Comimand

Your request is submited for approval. No action needed at this time
Track My Request

-

1| i | r

Done /" Trusted sites | Protected Mode: Off v HI100% -

e Use the link provided to track the registration request.
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8. Result: Request Tracking Screen (As seen by the Requester)

| '€ https://ssotest.navfac.navy.mil/regi Request?sessionlD=37097dca-2d77-4232-89e5-b5f93f1 - Windows Internet Explore:
? e g, https://ssotest.navfac.navy.mil/register/

- & | 5| | x |8 coogte
|

{Qf Favorites ‘ {5

(@& https://ssotest.navfac.navy.mil/register/trackReq... ﬁ = - = @u v Page~ Safety~ Tools~ @' ”

-
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Your Requests

Ui | GRAlL || o) Email Phome | Affiliation
Name | Name | Name

Employee

Component ‘ Type

Comment ‘ Approve/Reject ‘ Request

Date Status S¥E5

. |sos082 NAVF%C Inf , Civili Requesting oid 2014-10-28 Pending Edit

Officer test account 15:31:120 Approval | Request

" Trusted sites | Protected Mode: OFf fa v WI0% -

You can edit the request at any time. Whenever editing and resubmitting a
request confirm the email to complete the process.

END OF SECTION |
SPONSOR SSO REQUEST APPROVAL PROCESS
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SECTION Il SPONSOR SSO REQUEST APPROVAL PROCESS
1. To start, open NAVFAC SSO Registration Pending Request email and click on the
link provided: https://sso.navfac.navy.mil/manage/approvalRegistration

p

NAVFAC SS0O Registration Pending Request. - Message (Plain Text)

] (],  |

= * ¥ =
File Message Adobe PDF @ e
ER R L, - 3 % - 0
@3 Ignore x Y }J 7-% ﬁl\neeting (23 Disabled Accounts... 9% [ Rules (¥ Mark Unread a: &4 Find "@i
3 Encrypted Mail = N oneNote | BF categorize - 2 Related -
Junk = Delete | Reply Reply Forward B, pore ~ - _|| Move Translate Zoom
& al o g To Manager k2 + [ Actions ~ | ¥ Follow Up - - bt Select ~
Delete Respond Quick Steps Move Tags Editing Zoom
From: SS0 Registration System <do_not_reply@navy.mil= Sent: Tue 10/28/2014 15:31
To: Harrer, Monica L CIV NAVFAC EXWC, CIOTS
Ce:
Subject: MNAVFAC S50 Registration Pending Request.
I N N - N . N N A - I B A ---e)\@

Pending request: https://ssotest.navfac.navy.mil/manage/approvalRegistration?session|D=37097dca-2d77-4232-89e5-b5f03f13bo1a

Click on a photo to see social network updates and email messages from this person.

2. Result: Select the identity certificate when prompted. Enter pin if prompted.
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Choose a digital cerfificate 7l =]

r Identification

The Web site you want to view requests
' identification. Please choose a certificate.

Name Issuer
HARRER.MOMICA.L.... ExanEaEsl
HARRER.MOMICA.L.... DOD EMAIL CA-15

More Info. .. I View Certificate... I

a4 I Cancel I

ActivClient Login ! 21
Actividentity

ActivClient

Flease enter your PIN,

PIN f|

6] I Cancel |

9. Result: Request Approval Screen (As seen by the Sponsor)

SEINA/FAC

YVour Pending Approval Regqueses

Firs# Aliddle Last : Emplosee :

Name Name Kams Emadl Phone Affiliation Componewst Type Comment Requess Date Approve | Reject
- ¥ MAVFAC Command Informabon Poocpriting oud teil ME4-10-28

il v By ual §05942 W Oifficer i accous 15205y (LAPPTe | Rajet

o Click on Approve or Reject
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10.Result: Updated Request Approval Screen (As seen by the Sponsor)

EINAVFAC

Year Past Approval Requests
Fisst Middle Lxsx

Emiplaoyee st Approve/Riject Ragquést

Nama Name Name Email Phoge AlMilisnios Compaasal Tri Diate Sistad
= 5 MAVEAC Comseosd [aforsuasao Requesting oo test 2014:10-78
e E oot e i EXWC Otficer i - 154106.0 Appecyed

11. Result: SSO Account Approval Status email (As seen by the Requester)

From: S50 Registration System <do_not_reply @navy.mil= Sent: Tue 10/23/2014 15:41
To: Thai, Ron V CIV MAVFAC EXWC, CIOTS
Cc
Subject: 550 Account Approval Status
iy

Your account is approved by your sponsor.

END OF SECTION Il
SPONSOR SSO REQUEST APPROVAL PROCESS
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